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In 2013, we were asked by a financial group to help to design a cybersecurity education program for
its staff. At that time, choosing Adviso – a firm specializing in culture and behavior change – to work
on information security issues was bold, to say the least.
This experience taught us something essential. Almost 80% of attacks are due to staff members’
actions; therefore, action must be taken to ensure that every staff member appreciates security
issues. Although this is well-known, it is rare to find CISOs prepared to invest in raising levels of
awareness and training to meet current challenges. Heads of security often lack two key factors
required for success:
• A solid business case, enabling them to make a convincing argument – with the support of
KPIs – that a security education program will contribute effectively to reducing a company’s
risks; and that this takes time and requires a constant, high degree of resources; and
• Above all, the skills, which, let’s admit it, are rarely all available within security teams:
specialists in communication, human resources, behavior change and psychology.
This is precisely what we contribute. Adviso is a specialist in behavioral cybersecurity. Our job is to
support you in all the steps of drawing up and implementing the program you operate to educate
your staff in cybersecurity.
To do so, we create the initiative in collaboration with your team. Our end goal is also to train your
staff and give them the independence to lead this very special system for supporting behavior
change. This holds true even if we work from outside the company – if you outsource to us, for
example, all the awareness work.
This approach is not typical in the cybersecurity market, but I believe that it is a relevant one.
Without a doubt this explains why today we are still involved with our first client in supporting the
implementation of a security education program involving 150,000 staff members.
Therefore, what you will read in the following pages is a different viewpoint from a new type of
actor in the field. Please contact us if you would like to find out more. We will be happy to explain to
you how we can help you to sustainably boost the level of your staff’s understanding of
cybersecurity.
We hope to hear from you soon!
Fabien Vial
Founding partner
fabien.vial@adviso.fr ï +33 (0)6 31 11 67 56
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Is your “human firewall” in place?
Most companies tackle information security challenges with technical solutions. However, they
remain painfully vulnerable until all their collaborators adopt security-minded behaviors. Winning
information security challenges include a behavior change strategy adapted to the company’s
cultural context.
We believe stakeholder’s data protection becomes effective and efficient when information assets
are secured, cyber risk is managed and a behavior change strategy is in place, fully supported by
executive leadership and underpinned by all employees.
As your partner in change, Adviso will help you turn your collaborators into a first line of defense,
the “human firewall” of your organization. Together, we will create a positive security culture in
which employees are empowered and managers are the advocates and sponsors to make security
decisions and provide a safe working environment embedded within the operating fabric of your
business.
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A brand-new world of cyber threats…
In the past few years, information security risks became so severe and so public that it ended up a
must be item – and a hot potato – of boardroom agendas.
Expectations are high that companies are doing their utmost best to protect the confidentiality,
integrity and availability of both their customers and employees’ information assets. Meanwhile,
the eventuality of reputational damages following a breach keeps most listed companies’ CEOs
awake at night.

…for which companies aren’t prepared for
Most Information Security teams around the world are not prepared for such level of stakes and
exposure. Even when they are, new vulnerabilities emerge every day and the ability to contain
them takes a coordinate effort that goes beyond their sole technical capacity, to include human
resistance, which goes through organizational and cultural change.
Moreover, cyber risk modelling is in its early stage of development and there are still a lot of
uncertainties about what could be the expected loss from unknown attackers against unknown
vulnerabilities. Senior managers often resent information security investment decisions as a greyarea. On one hand, it is almost impossible to frame a clear-cut cost-benefit analysis that would
justify significant spending in technical solutions. On the other hand, it is clearly not an option to do
nothing and hope for the best.

– YOU LET HIM ENTER?
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– SURE: HE HAD THE RIGHT PASSWORD!

From quick fixes and international standards…
Early information security initiatives included expensive technical quick fixes and organizational
audits relying upon available international standards of maturity levels. Although it is difficult to
measure their actual impact on the companies’ risk profile, these activities at least demonstrated
that businesses recognized the existence of the cyber threat and acknowledged their own
vulnerabilities.
Nevertheless, in the face of unprecedented level of resources allocated by criminal organizations
and rogue governments alike to capture, alter or damage companies’ information assets and
reputations, technical and ad hoc organizational adjustments aren’t enough.

…to sustainable change and straightforward returns
Real change happens through and by people, not despite them. In regard to information security,
employees form the first line of defense of their organization against cyber criminals. Hence, there
is no sustainable change without a new attitude towards cybersecurity.
As a matter of fact, human behaviors are by far the main source of cybercrime. Hackers can spend
months besieging companies, waiting for a single employee mistake to penetrate their systems and
access their information crown jewels. Consequently, raising awareness and training employees to
adopt the right information security mindset and behaviors is of the essence.
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Technical solutions alone will not yield the full spectrum of their promised benefits until all
information system users upgrade their inner security behavior “program”. Information security
programs must integrate all technical, organizational and human dimensions into their design to be
effective. Communication, training, mobilization and leadership – to mention a few – are key
aspects of any successful execution.

Technical expenditures and organizational efforts must therefore be complemented with timely
and adequate investments in human capital – the last mile in information security – to provide
immediate and straightforward returns.
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Adviso unique approach
Business growth demands for speed and information security requirements for safety are
sometimes perceived as mutual contrarians. Successful companies in the digital age will
nevertheless learn to master both constraints simultaneously. The ability to work transversally, to
communicate across departments, to lift hierarchical barriers, to function internationally or to fight
the inertia of their comfort zone will be critical factors to their success. Consequently, ambitious
corporations will need these skills to spread quickly. Partnering with Adviso is the shortest way to
achieve it.
Since every company is different in terms of its organizational culture and appetite for risk or
change, Adviso has developed a unique approach to assess and improve companies’ change
capabilities while designing tailor-made information security awareness and behavior change
programs.
Adviso helps you to establish a sound channel of communication between your security
department and staff.
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Why train (all) staff? The time is past when security was the business of security officers only. The
risks of phishing and social engineering concern all personnel. The human factor is the weak link in
your security, and each staff member has a role to play.
How can we transform your staff into cybersecurity actors? We aim to achieve three result levels:
•

Awareness-raising: the challenge is to help staff at all levels to understand why
cybersecurity is a key issue for the company and to realize that they each have a role to
play. Managers and directors are also mobilized to support this change by leading
through example and via their everyday leadership; what we are measuring here through
our KPIs is their level of understanding.

•

Behavior change: the drivers of change vary per staff member; we must know how to
identify these drivers and activate them to drive change in everyday behavior – what to
do, and how and when to do it. Here we are measuring the level of commitment.

•

Embedding the change sustainably: we sustainably embed the change through repetition
and a variety of media, in line with each staff member’s learning capacity and keeping all
staff up-to-date. What we are measuring here is the progress made over the time during
which the initiative has had an impact, i.e. its integration into the company’s culture.

Highly experienced Adviso consultants are committed to help management teams conquer the
opportunities of the digital world while avoiding the pitfalls of information security
mismanagement. Their vast entrepreneurial, operational and multicultural expertise allows them to
interact positively, easily and immediately across all levels of the organization.
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How we can help you
Adviso works for companies of all sizes using customized approaches appropriate to the context
and challenges. We offer four levels of involvement, set out as follows:
A. Diagnosis of your cybersecurity education system
B. Drafting of your cybersecurity education program
C. Co-creation of your cybersecurity education initiatives
D. Outsourcing of your awareness functionality
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Our corporate identity
Adviso is a consultancy firm with a difference. We work with top specialists in behavior and culture
change to help you make your cybersecurity education program successful.
We commit to your projects with a genuine desire to shake things up. We believe that change
comes from within, and we use all our experience, creativity and energy to support your personnel
and help them become players in the change process.
We can call upon the help of some 50 specialists, who are all entrepreneurs: experts in behavior and
culture change, project managers, trainers, coaches, communicators, sociologists and
cybersecurity experts. Every member of the network is fully involved in its projects and is a
responsible member of the said network. We value each member’s seniority, diverse profile, wealth
of expertise and individual values. Our team is drawn from the major international consultancies
and company top-management, and has rich, varied experience to draw on.
We have two main performance indicators for our activity: our clients’ loyalty and the quality of our
consultants. In effect, we think that our clients’ satisfaction is more important than the volume or
growth of our activities.
For each project, we mobilize the most suitable team – this is the strength of our international
network. Teamwork is facilitated via collaborative tools, especially the AdvisoConnect platform,
which supplies all the tools and methods and facilitates document-sharing in a secure environment.
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Why choose Adviso?
The education of your staff in cybersecurity is a culture-change project, and this is our specialty.
We can help you to make this change successful by approaching it from a new angle.
Our strengths are:
• A team that is motivated, close-knit and committed, made up of experienced
entrepreneurs
• Expertise in the field of behavior and culture change
• Diversity of profiles, enabling all the skills required to be collected in one team:
communication, HR and cybersecurity.
• Methodology that is solid, tried and tested, and based on risk, with indicators and business
cases to help you build a consistent, effective and measurable overall plan.
• References that are top-notch.

Sample profiles of the members who may work on your projects:
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Adviso is a consultancy firm with a difference. We work with top specialists in behavior and culture
change to help you make your change programs successful.
The change then becomes permanent. In business, it is no longer a case of “doing more with less”
or of “always doing better.” You have to learn how to do things “differently.”
This is how we can help you. Our mission is to support you in adopting modern, appropriate
principles.
We commit to your projects with a genuine desire to shake things up. We believe that change
comes from within and we use all our experience, creativity and energy to help your staff become
actors in the change process.
Adviso is a network made up of a uniquely diverse collection of skills and profiles: consultants,
facilitators, trainers, coaches, communicators and sociologists. Why operate as a network? Because
this is the model that enables teams to be created that are genuinely customized, nimble and best
meet clients’ needs. Since each consultant is him/herself an entrepreneur, this guarantees that the
team is more committed, has a strong sense of initiative, and is proactive and dynamic. Our team is
drawn from the major international consultancies and company management and has rich and
varied experience to draw on.
We have two main performance indicators for our activities: our clients’ loyalty and the quality of
our consultants. In effect, we think that our clients’ satisfaction is more important than the volume
or growth of our activities.
Our services:
• Transformation management
• Change management
• Managerial innovation
• Culture change
• Coaching
• Training
Our clients describe the “Adviso spirit” as:
• Sincere commitment to their individual and collective success
• Great ability to listen and to analyze challenges
• Involvement in the project with clients, and the ability to drive change
• Ability to become involved in international projects
• Courage to be honest and think outside the box
• Ability to develop long-term trust
• Generosity in how the service is provided – we do not calculate our commitment

Fabien Vial is the founder of Adviso. After over 15 years as a consultant in strategy and change at
EY and CapGemini, Fabien decided to create a firm based on innovative organizational and
managerial principles that offers the best of both worlds: advice from major firms as well as
independent advice to help you succeed in your transition to advanced managerial models.
Client references:

Contact details:
hello@adviso.fr ï recruitment@adviso.fr
fabien.vial@adviso.fr ï +33 (0)6 31 11 67 56
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